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Table 27. Most common programmin

errors found in ICS code.

Weakness Classification

VYulnerability Type

CWE-19: Data Handling

CWE-228: Improper Handling of Syntactically Invalid Structure

CWE-229: Improper Handling of Values

CWE-230: Improper Handling of Missing Values

CWE-20: Improper Input Validation

CWE-116: Improper Encoding or Escaping of Output

CWE-195: Signed to Unsigned Conversion Error

CWE-198: Use of Incorrect Byte Ordering

CWE-119: Failure to Constrain
Operations within the Bounds of a
Memory Buffer

CWE-120: Buffer Copy without Checking Size of Input (““Classic
Buffer Overflow™

CWE-121: Stack-based Buffer Overflow

CWE-122: Heap-based Buffer Overflow

CWE-125: Out-of-bounds Read

CWE-129: Improper Validation of Array Index

CWE-131: Incorrect Calculation of Buffer Size

CWE-170: Improper Null Termination

CWE-190: Integer Overflow or Wraparound

CWE-680: Integer Overflow to Buffer Overflow

CWE-398: Indicator of Poor Code
Quality

CWE-454: External Initialization of Trusted Variables or Data Stores

CWE-456: Missing Initialization

CWE-457: Use of Uninitialized Variable

CWE-476: NULL Pointer Dereference

CWE-400: Uncontrolled Resource Consumption (““Resource
Exhaustion™)

CWE-252: Unchecked Return Value

CWE-690: Unchecked Return Value to NULL Pointer Dereference

CWE-772: Missing Release of Resource after Effective Lifetime

CWE-442: Web Problems

CWE-22: Improper Limitation of a Pathname to a Restricted Directory
(““Path Traversal™™)

CWE-79: Failure to Preserve Web Page Structure (*“Cross-site
Scripting™)

CWE-89: Failure to Preserve SQL Query Structure (“SQL Injection®)

CWE-703: Failure to Handle
Exceptional Conditions

CWE-431: Missing Handler

CWE-248: Uncaught Exception

CWE-755: Improper Handling of Exceptional Conditions

CWE-390: Detection of Error Condition Without Action




Linkage with Fundamental Changes in Enterprise Security Initiatives

Twenty Critical Controls for Effective Cyber Def
Guidelines

What the 20 C5C Critics say...
20 Critical Security Controls - Yersion 2.0

20 Critical Security Controls - Introduction (Version 2.0)
Critical Control 1: Inventory of Authorized and Unauthorized
Critical Control 2: Inventory of Authorized and Unauthorized

Critical Control 3: Secure Configurations for Hardware and Sd
Servers

Critical Control 4: Secure Configurations for Network Devicey
Critical Control 5: Boundary Defense

Critical Control 6: Maintenance, Monitoring, and Analysis of 4
Critical Control 7: Application Software Security

Critical Control 8: Controlled Use of Administrative Privilege
Critical Control 9: Controlled Access Based on Need to Know

CAG: Critical Control 7: Application Software Security

<< previous control Consensus Audit Guidelines next control »>

How do attackers exploit the lack of this control?

Attacks against vulnerabilities in web-based and other application software have been a top priority for criminal
organizations in recent years. Application software that does not properly check the size of user input, fails to
sanitize user input by filtering out unneeded but potentially malicious character sequences, or does not
initialize and clear variables properly could be vulnerable to remote compromise. Attackers can inject specific
exploits, including buffer overflows, SQL injection attacks, and cross-site scripting code to gain control over
vulnerable machines. In one attack in 2008, more than 1 million web servers were exploited and turned into
infection engines for visitors to those sites using SQL injection. During that attack, trusted websites from state
governments and other organizations compromised by attackers were used to infect hundreds of thousands of

b CWE and CAPEC included in Control
7 of the “Twenty Critical Controls for

L | =]

-

Critical Contry
Critical Contry
Critical Contrg
Critical Contrg
Critical Contry
Critical Contry
Critical Contry
Critical Contrg
Critical Contrg

Source code testing tools, web application security scanning tools, and object code testing tools
have proven useful in securing application software, along with manual application security
penetration testing by testers who have extensive programming knowledge as well as
application penetration testing expertise. The Common Weakness Enumeration (CWE)
initiative is utilized by many such tools to identify the weaknesses that they find. Organizations
can also use CWE to determine which types of weaknesses they are most interested in

Critical contrd @ddressing and removing. A broad community effort to identify the “Top 25 Most Dangerous
Critical Contrd Programming Errors” is also available as a minimum set of important issues to investigate and
address during the application development process. When evaluating the effectiveness of
testing for these weaknesses, the Common Attack Pattern Enumeration and Classification
(CAPEC) can be used to organize and record the breadth of the testing for the CWEs as well as a
way for testers to think like attackers in their development of test cases.

Effective Cyber Defense: Consensus

Procedures and tools for implementing t Audit Guidelines”
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Common Criteria v4 CCDB

« TOE to leverage CAPEC &
CWE

» Also investigating how to
leverage ISO/IEC 15026

NIAP Evaluation Scheme

* Above plus

« Also investigating how to
leverage SCAP
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First Level Vulnerability Examination
Results

CVE Name: | CVE Name: | CVE Name: | CVE Name: | CVE Name:
2003-0109 | 2003-0352 2003-0223 2003-0228 2003-0660
OVAL109 |OVAL296
System 1
20.0.0.121 no yes no yes yes
System 2
00,0122 no yes no no no
System 3
00,0123 no yes no yes no
S%f}_‘f_rlgf yes no yes no yes
System 5
70.0.9.125 yes no no no no
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High-level MAEC Overview




MAEC Action Model



Action Example
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MAEC Behavior Model



Basic Behavior Example
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More Complex Behavior Example



MAEC Schema Overview - Initial Release
ActionType
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id 3
idd idl
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— (@t g 5 ful
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Dynamic Malware Analysis <-> MAEC



Test Case: CWSandbox Output ->
MAEC

Raw CWSandbox Output

Python
XSD MAEC XML

Bindings
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MAEC Use Cases

o Operational

Tool

e Analysis I
- Help Guide Analysis
Process
- Standardized Tool Output I

Tool

- Malware Repositories



International Telecommunications Union (ITU) Cyber Security
Working Group is creating an exchange standard...

Focus of CYBEX
Cybersecurity Cybersecurity
Organization Organization

Cybersecurity Cybersecurity
Information Information
acquisition || | use

| Cybersecurity information exchange |

|
Focus of CYBEX

CYBEX focuses on cybersecurity information exchange between
cybersecurity organizations

Source : Yaana Technologies, X.cybex



ITU-T CYBersecurity EXchange Framework (CYBEX)

/

/

Exchange
Policies

Exchange
Requests

o

CYBEX

Exchange
Policies

Exchange
Requests

e

Weakness,

Vulnerabilities & [€—
State Information

Events, Incidents,
& Heuristics
Information

Evidence
Information

~

~

Security
Automation
Schema

Incident

Detection Schema

' Systems, Services,

Software,

Networks

Enabled by CYBEX

p
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ITU-T Study Group 17 Question 4 — Cyber Security
Cyber Security Exchange Framework (CYBEX)

Identifier Title Current Text
X.cybief Cybersecurity Information Exchange Framework TD406
X.cybief.1 Guidelines for Administering the OID arc for cybersecurity information exchange TD406
X.cce Common Configuration Enumeration TD406
X.cee Common Event Expression TD406
X.chirp Cybersecurity Heuristics and Information Request Protocol TD406
X.cpe Common Platform Enumeration TD406
X.crf Common Result Format TD406
X.cve Common Vulnerabilities and Exposures TD405
X.cvss Common vulnerability scoring system TD412
X.cwe Common Weakness Enumeration TD406
X.cwss Common Weakness Scoring System TD406
X.dexf Digital evidence exchange file format Cc97
X.dpi Deep Packet Inspection Exchange Format TD406
X.gridf SmartGrid Incident Exchange Format TD406
X.oval Open Vulnerability and Assessment Language TD406
X.pfoc Phishing, Fraud, and Other Crimeware Exchange Format TD406
X.scap Security Content Automation Protocol TD406
X.teef Cyber attack tracing event exchange format C135, C129
X.xccdf eXensible Configuration Checklist Description Format TD406
X.cybief-[namespace], Cybersecurity Information Exchange Namespace C148
X.cybief-discovery Cybersecurity Information Exchange Discovery C145
X.capec Common Attack Pattern Enumeration and Classification TD406

X.iodef Incident Object Description Exchange Format TD406



X.CVE

e X.CVE is a literal copy of CVE Compatibility
Requirements from the CVE Web Site

- Changes to CVE Compatibility Requirements
will be reflected as updates to X.CVE

- The CVE Editorial Board retains control of
CVE
o X.CVE will put CVE in a more “recognized”
standards body versus “The MITRE
Corporation” without taking control of the
content or the requirements on CVE usage
from the CVE Editorial Board

©2010 MITRE
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Change Management

Operational Enterprise Networks
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Centralized Reporting
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SCAP

CVE

CPE

CCE

OVAL

0CIL

XCCDF

Cvss

SCAP 1.1 uses the following specifications:

B Extensible Configuration Checklist Description Format (XCCDF) 1.1.4, a language for authoring
security checklists/benchmarks and for reporting results of checklist evaluation [QUIOS]

B Open Vulnerability and Assessment Language (OVAL) 5.6, a language for representing system
configuration information, assessing machine state, and reporting assessment results

B Open Checklist Interactive Language (OCIL) 2.0, a language for representing security checks that
requires human feedback

B Common Platform Enumeration (CPE) 2.2, a nomenclature and dictionary of hardware, operating
systems, and applications [BUT09]

B Common Configuration Enumeration (CCE) 5, a nomenclature and dicfionary of security software
configurations

B Common Vulnerabilities and Exposures (CVE), a nomenclature and dictionary of security-related
software flaws’

B Common Vulnerability Scoring System (CVSS) 2.0, an open specification for measuring the relative
severity of software flaw vulnerabilities [MELO7].

©2010 MITRE




SwAAP

CWE

CAPEC

MAEC

CWssS

OMG SAEM

OMG ARG

SAFES

“Food Label”

OMG SMM

1SO 15026

OMG KDM

OMG ASTM

o Software Assurance Automation Protocol (SWAAP)

- For measuring & enumerating software
weaknesses and the assurance cases.

Common Weakness Enumeration (CWE),

Common Attack Pattern Enumeration & Classification (CAPEC),
Malware Attribute Enumeration & Characterization (MAEC),
Common Weakness Scoring System (CWSS),

OMG Software Assurance Evidence Metamodel (OMG SAEM),
OMG Arguementation Metatmodel (OMG ARG),

Software Assurance Findings Expression Schema (SAFES),
NIST SAMATE's “Food Label”,

OMG Structured Metrics Metamodel (OMG SMM),

ISO “Assurance Case” 15026 (1SO 15026),

OMG Knowledge Discovery Metamodel (OMG KDM),

OMG Abstract Syntax Tree Metamodel (OMG ASTM)

» plus SCAP to capture “accredited” system CPEs and CCE settings?
« OVAL checks for capturing “finger print” of software applications to
address supply-chain risk measurement?

©2010 MITRE
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“Other” Automation Protocols (“O”AP)

Event Management Automation Protocol (EMAP)

- For reporting of security events. Common Event Expression (CEE),
Malware Attribute Enumeration & Characterization (MAEC), and Common
Attack Pattern Enumeration & Classification (CAPEC).

Enterprise Remediation Automation Protocol (ERAP)

- For automated remediation of mis-configuration & missing patches.
Common Remediation Enumeration (CRE), Extended Remediation
Information (ERI), Open Vulnerability and Assessment Language (OVAL),
Common Platform Enumeration (CPE), and Common Configuration
Enumeration (CCE).

Enterprise Compliance Automation Protocol (ECAP)

— For reporting configuration compliance. Asset Reporting Format (ARF),

Open Checklist Reporting Language (OCRL), etc.
Enterprise System Information Protocol (ESIP)

— For reporting of asset inventory information. Common Platform
Enumeration (CPE), etc.



“Other” Automation Protocols (“O”AP)

e Incident Tracking and Assessment Protocol (ITAP)

— For tracking, reporting, managing and sharing incident information. Open
Vulnerability and Assessment Language (OVAL), Common Platform
Enumeration (CPE), Common Configuration Enumeration (CCE), Common
Vulnerabilities and Exposures (CVE), Common Vulnerability Scoring
System (CVSS), Malware Attribute Enumeration & Characterization
(MAEC), Common Attack Pattern Enumeration & Classification (CAPEC),
Common Weakness Enumeration (CWE), Common Event Expression
(CEE), Incident Object Description Exchange Format (IODEF), National
Information Exchange Model (NIEM), and Cybersecurity Information
Exchange Format (CYBEX).

e Threat Analysis Automation Protocol (TAAP)

- For reporting and sharing structured threat information. Malware Attribute
Enumeration & Characterization (MAEC), Common Attack Pattern
Enumeration & Classification (CAPEC), Common Platform Enumeration
(CPE), Common Weakness Enumeration (CWE), Open Vulnerability and
Assessment Language (OVAL), Common Configuration Enumeration
(CCE), and Common Vulnerabilities and Exposures (CVE).
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